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HARDCOPY OUTPUT ENGINE CONSUMABLE SUPPLY MANAGEMENT AND 

METHOD 



FIPI D OF T H^ INVENTION 
The invention relates to printers and other hard copy putput engines. 
More particularly, the invention relates to electronically ordering replacement 
consumables for a hard copy output engine from that hard copy output engine. 



ff Ar.*RROUNt> TH P INVENTION 
As computer systems and data communications systems have 
developed, the number and variety of hard copy output engines employed in a 
typical office or factory setting has grown. Examples include photo copiers, 
facsimile machines, printers and devices including more than one of these 
capabilities. In turn, this has led to a need to be able to order greater number of 
consumable supplies, some of which are specific to specific types of hard copy 
output engines. 

As need for these types of hard copy output engines has grown, a 
number of different manufacturers have each developed different hard copy 
output engines providing different operational characteristics and capabilities. 
While some consumables associated with these devices are common to most or 
all such devices (e.g., standardized paper sizes), other consumables, such as 
toners and toner supply cartridges or ink reservoirs, tend to be unique to a 
specific manufacturer and to specific models of hard copy output engines from 
each manufacturer. Additionally, different hard copy output engines may have 
different paper capacities, capabilities for accepting more or fewer paper sizes 
and different toner or other pigment supply requirements and capacities. 

It is generally helpful to have a mechanism for keeping track of usage 
of consumables in keeping computer systems functional. For example, it is 
extremely helpful to ensure that adequate supplies of replacement paper and 
toner or ink are available when needed. 
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Coordination of orders for supplies can be very helpful to avoid over- 
or under-stocking of these consumables, while still achieving the benefits of 
economies of scale by pooling orders to service multiple hard copy output 
engines, especially those using at least some of the same consumables 
However, in many business settings, the sheer number of diverse hard copy 
output engines being used in different aspects or divisions of the business may 
lead to confusion in maintaining adequate supplies of these consumables for 
each type of hard copy output engine. 

What is needed is a way to facilitate provision of consumables as 
well as data describing consumable status, for a network including one or more 
hard copy output engines. 
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SUMMARY OF THE INVF^|j|nM 
In accordance with an aspect of the present invention, a method of 
mclud.ng a hard copy output engine in an account includes initiating electronic 
communication with a supp.ier, providing an electronic address to the supplier 
and sending an electronic signal updating account information. The method also 
mcludes sending an electronic signal customizing the account and providing 
^formation to a controller coupled to the hard copy output engine to facilitate 
20 communication with the account. 

In accordance with another aspect of the present invention, a method 
of obtaining consumable supplies for a hard copy output engine includes 
determining that an amount of a consumable for the hard copy output engine is 
less than a threshold amount and sending an electronic signa. to a supplier of 
consumables. The electronic signal includes information describing the 
consumable and includes a return address for electronic signals. The method 
also .ncludes receiving a reply message including information describing status 
of an order for the consumable . 

In accordance with yet another aspect of the present invention a 
computer implemented control system for a hard copy output engine inc.udes a 
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memory coupled to the hard copy output engine and configured to store data 
representing an electronic address for a supplier of consumables for the hard 
copy output engine. The control system also includes processing circuitry 
coupled to the hard copy output engine and to the memory. The processor is 
configured to determine that an amount of a consumable for the hard copy 
output engine is less than a threshold amount, and, in response thereto, extract 
the electronic address from the memory, initiate communication with the 
supplier using the electronic address and receive a reply message including 
information describing status of an order for the consumable . 

Other features and advantages of the Invention will become apparent 
to those of ordinary skill In the art upon review of the following detailed 
description, claims and drawings. 

DESCRIPTION np THF DRAWINGS 
Fig. 1 is a simplified block diagram of a computer network including a 
computer and a hard copy output engine, in accordance with an embodiment of 

the present invention. 

Fig. 2 is a simplified flowchart illustrating a process, in accordance 

with an embodiment of the present invention. 

Fig. 3 is a simplified flowchart illustrating a process, in accordance 
with an embodiment of the present invention. 

Fig. 4 is a simplified flowchart Illustrating a process, in accordance 
with an embodiment of the present invention. 

DFTAII ED DESCRIPTION OF T HE INVENTION 
Fig. 1 is a simplified block diagram of a computer network 10 
including a computer 12 and a hard copy output engine 14, in accordance with 
an embodiment of the present invention. The computer 1 2 is coupled to the 
hard copy output engine 14 via a bus 16 allowing either the computer 12 or the 
hard copy output engine 14 to initiate data communications with the other. In 
one embodiment, the hard copy output engine 14 is a device such as a printer, 



copier, mopier, facsimile machine, or a multifunction device capable of providing 
two or more such functions. In one embodiment, the system 10 is coupled to 
an external interconnection 17 via a data path 18. In one embodiment, the data 
path 18 includes an intranet. In one embodiment, the data path 18 includes a 
5 local area network (LAN) or wide area network (WAN). In one embodiment, the 
data path 18 includes Internet access. 

In one embodiment, the computer 1 2 and the hard copy output 
engine 1 4 are capable of exchanging data via a protocol compatible with 
presence of other computers 12 or hard copy output engines 14 on the bus 16. 
10 In one embodiment, the computer 1 2 and the hard copy output engine 14 
employ an object-oriented request-reply protocol supporting asynchronous 
printer query, control and monitor capabilities, and that is capable of 
documenting the requests, replies and data types supported by the protocol. 
In one embodiment, the data path 1 8 provides common gateway 
15 interface (CGI) data communication capability. In one embodiment, the data 

path 18 includes an email capability (e.g., simple mail transfer protocol or SMTP) 
for facilitating data communication. In one embodiment, the data path 1 8 
includes a secure data path using HTTP (hyper text transfer protocol ) with SSL 
(secure sockets layer), as is described in more detail in U.S. Patent 
20 No. 5,657,390, entitled "Secure Socket Layer Application Program Apparatus 
And Method", issued to Elgamal et al. and U.S. Patent No. 6,081,900, entitled 
"Secure Intranet Access" issued to Subramanian et al., which patents are 
hereby incorporated herein by reference for their teachings. 

The hard copy output engine 14 includes a controller 20, such as a 
25 conventional microprocessor or microcontroller. The hard copy output 

engine 14 also includes one or more sensors 22 coupled to the controller 20 and 
a memory 24 in data communication with the controller 20. In one 
embodiment, the non-volatile memory comprises an electrically alterable read 
only memory (EAROM). In one embodiment, the memory 24 includes an 
electrically programmable read only memory (EPROM). In one embodiment, the 
memory 24 includes a write-once, read-many memory (WORM). In one 
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embodiment, the memory 24 Includes magnetic, magneto-optic or optical 
storage media, such as conventional disc storage or floppy disc data storage 
units, or CD-ROMs or the like. In one embodiment, the memory 24 includes 
random access memory. In one embodiment, the memory 24 is capable of 
being externally programmed with data and then storing the data for extended 
periods of time during which the hard copy output engine 14 may not have 
access to an external source of electrical energy (.e.g. during shipment from a 
manufacturer or distributor of hard copy output engines 14 to an end user or 

destination geopolitical area). 

The sensors 22 are coupled to consumables associated with the hard 
copy output engine 14. In one embodiment, when the sensors 22 report that a 
quantity of a consumable (e.g.. paper, toner or ink) associated with the hard 
copy output engine 14 has decreased to below a predetermined threshold 
amount, or that malfunction of a dispenser of a consumable exists, the 
controller 20 initiates a data communication ultimately intended for transmission 
via the data pathlS, as is described below in more detail with reference to Figs. 
3 and 4, using data programmed Into the hard copy output engine 14, as is 
described below in more detail with reference to Fig. 2. 

Fig. 2 is a simplified flowchart illustrating a process P1, in accordance 
with an embodiment of the present invention. The process P1 begins with a 
stepSL 

In the step S1, electronic contact is initiated from the system 10 to a 
manufacturer that produced the hard copy output engine 14. In one 
embodiment, contact is initiated using simple mail transfer protocol. In one 
embodiment, contact is initiated using hyper text transfer protocol. In one 
embodiment, contact is initiated using hyper text transfer protocol with secure 
sockets layers. 

In a step S2, an electronic address for the system 10 is provided to 
the manufacturer. In one embodiment, the electronic address is an email 
address for facilitating communication originating from the manufacturer or from 
representatives who have been contacted by the manufacturer. 
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In a step S3, an account with the manufacturer is opened or updated 
When the system 10 is affiliated with an organization or individual that has had 
previous interactions with the manufacturer that gave rise to an account, that 
account is updated to reflect that the organization or individual has an additional 
hard copy output engine 14. When the system 10 is not affiliated with any 
existing account holder, a new account is opened, and the new account reflects 
the new hard copy output engine 1 4. 

In a step S4, the system 10 and the manufacturer interact to provide 
preferences that the user of the system 10 dictates. For example, the user may 
prefer to order consumable supplies through a particular third-party reseller of 
consumables (e.g., OfficeMax. Staples etc.), and the manufacturer will accept 
this information and include this information in association with the account. 
The user will need to specify a physical address for accepting delivery of 
consumables. Additionally, the user may have a preferred approach to paying 
for purchases of consumables, such as a specific bank account or credit 
account. For further example, the user may want to have the account organized 
to collect and collate usage information, such as consumption of consumables, 
keeping track of print jobs by requester, size, time or other system usage data.' 

In a step S5, the system 10 is configured to be able to communicate 
with the manufacturer. In one embodiment, a URL or an email address for the 
manufacturer is stored in the system 10. In one embodiment, a URL or an email 
address for the manufacturer is stored in the memory 24, allowing the controller 
20 in the hard copy output engine 14 to initiate communication with the 
manufacturer. The process P1 then ends. 

Fig. 3 is a simplified flowchart illustrating a process P2. in accordance 
with an embodiment of the present invention. The process P2 begins in a 
stepS21. 

In the step S21, a message including usage statistics relevant to the 
hard copy output engine 14 is sent to the manufacturer. In one embodiment, 
the controller 20 in the hard copy output engine 14 collates usage statistics and 
then compiles an email including the usage statistics, which email is sent to the 



manufacturer using the electronic addressing information stored in the step S5 
of the process P1 . In one embodiment, the step S21 is carried out periodically. 
In one embodiment, the step S21 is carried out after accumulation of a 
predetermined amount of data. In one embodiment, the step S21 is carried out 
in response to user-selectable criteria. 

In a step S22, the message sent in the step S21 is parsed to extract 
the usage statistics and usage statistics from one or more of the messages sent 
in the step S21 are compiled. 

In a step S23, the compilation of the usage statistics is added to a 
database that is accessible to the user. For example, the manufacturer may 
establish a personal web page for the user to facilitate review of usage statistics 
for the hard copy output engine 14 of Fig. 1, or for a family of hard copy output 
engines 14 that are associated with the user. The process P2 then ends. 

Fig. 4 is a simplified flowchart illustrating a process P3, in accordance 
with an embodiment of the present invention. The process P3 begins with a 
query task S21 . 

In the query task S21, the controller 20 determines when a supply of 
a consumable has decreased below a threshold amount. In one embodiment, 
the sensors 22 of Fig. 1 provide signals to the controller 20 indicative of a 
remaining amount of consumables. In one embodiment, the sensors 22 provide 
data indicative of predetermined increments, e.g., 25 %, 50% and the like. In 
one embodiment, the sensors 22 provide data indicative of actual remaining 
amounts of consumables. In one embodiment, the threshold amount is user- 
settable and re-adjustable in response to user commands input via the computer 
12, for example. In one embodiment, the sensors 22 are also capable of 
indicating malfunction or failure of a supply of a. consumable , such as a failing 
toner cartridge that is still functioning but that is unlikely to continue to provide 
functionality for long or that will shortly provide unacceptable hard copy output 
quality. 

When the query task S21 has determined that the supply of the 
consumable has decreased below the threshold amount, an external agent is 
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notified of this event in a step S22. An electronic address for the system 1 0 or 
for the hard copy output engine 14 that had been previously stored in the 
memory 24 is also made available in the message sent in the step S22. 

In a step S23. the message that was sent in the step S22 is parsed to 
> extract information about the consumable in order to be able to compile order 
data. The electronic address for the system 10 or hard copy output engine 14 
is also extracted from the message sent in the step S22. 

In a query task S24. the process P3 determines when it is time to 
place an order for consumables including the consumables described in the 
message sent in the step S22. In one embodiment, orders are placed 
periodically (e.g., every Friday) in response to all messages sent in the interval 
since the last order was placed. In one embodiment, orders are placed in 
response to accumulation of orders representing a predetermined quantity of 
consumables. In one embodiment, orders are sent when both an accumulation 
of orders representing a predetermined quantity of consumables and a periodic 
criterion is met. 

When the query task S24 determines that it is not yet appropriate to 
piece an order, a step S25 adds an order for the consumable to a database, and 
control passes back to the query task S21. When the query task S24 
determines that it is appropriate to place an order, control passes to a step S26. 

In the step S26, order data from one or more messages such as the 
messages sent in the step S22 are extracted from the database. 

In a step S27, order data extracted from the database in the step S26 
are compiled into an order message. The order message includes shipping 
information such as the physical address associated with the system 10 or the 
hard copy output engine 1 4. 

In a step S28. the order message is optionally sent to a consumable 
supplier, such as a reseller of consumables that was specified in the step S4 of 
the process P1 . When the account holder has not specified a reseller or other 
vendor, the manufacturer fills the order. 



In a step S29, a confirmation message is sent to the system 10, the 
hard copy output engine 14 or to the return electronic address supplied in the 
step S2. 

In a step S30, the account is updated to reflect the order message 
that was sent in the step S28. As a result, usage statistics relevant to 
consumption of consumables are available, for example via a custom web page. 
The process P3 then ends. 

In one embodiment, signals exchanged between the hard copy output 
engine 14 and the computer 1 2 via, for example, the bus 1 6, allow the 
computer 12 to initiate communication with the vendor or supplier via a web 
page using a URL that had been stored in the memory 24. In one embodiment, 
the data from the memory 24 invoke a servlet, as described in more detail in . 
U.S. Patent No. 6,012,098, entitled "Servlet Pairing For Isolation Of The 
Retrieval And Rendering Of Data and issued to E.N. Bayeh et al., which patent is 
hereby incorporated herein by reference. 

The protection sought is not to be limited to the disclosed 
embodiments, which are given by way of example only, but instead is to be 
limited only by the scope of the appended claims. 
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CLAIMS 

What is claimed is: 

1 • A method (P1 ) of including a hard copy output engine ( 1 4) in 
an account comprising: 

initiating (S1) electronic communication with a supplier; 
providing (S2) an electronic address to the supplier; 
sending (S3) an electronic signal updating account information; 
sending (S4) an electronic signal customizing the account; and' 
providing (S5) account information to a controller (20) coupled to the 
hard copy output engine (14) to facilitate communication with the account. 

2. The method (P1 ) of claim 1 , wherein providing (S2) an 
electronic address to the supplier includes providing (S2) an email address to the 
supplier. 

3- The method (P1 ) of claim 1 , wherein initiating (S1 ) electronic 
commun.cation with a supplier comprises sending (SI) a message to the supplier 
using hyper text transfer protocol. 

4. The method (P1 ) of claim 1 , wherein sending (S3) an electronic 
signal updating account information comprises: 

sending (S3) an electronic signal using hyper text transfer protocol 
the message including financial information facilitating payment for orders of' 
consumable supplies; 

including an email address in the message to enable responses to be 
received from the account; and 

sending information describing the hard copy output engine (14). 

5. The method (PI) of claim 1, wherein providing (S5) information 
to a controller (20) coupled to the hard copy output engine (14) to facilitate 
commun.cation with the account comprises providing a universal resource 
locator corresponding to the supplier. 
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1 6. A method (P3) of obtaining consumables for a hard copy output 

2 engine (14) comprising: 

3 determining (S21 ) that an amount of a consumable for the hard copy 

4 output engine (14) is less than a threshold amount; 

5 sending (S22) an electronic signal to a supplier of consumables, the 

6 electronic signal including information describing the consumable and including a 

7 return address for electronic signals; and 

8 receiving (S29) a reply message including information describing 

9 status of an order for the consumable specified in the message that was sent. 

1 7. The method (P3) of claim 6, wherein sending (S22) an 

2 electronic signal includes sending (S22) an email using simple message transfer 

3 protocol. 

1 8. The method (P3) of claim 6, wherein sending (S22) an 

2 electronic signal includes sending (S22) an electronic signal using hyper text 

3 transfer protocol. 

1 9. The method (P3) of claim 6, wherein receiving (S29) a reply 

2 message includes receiving (S29) a reply message reflective of a consolidated 

3 order for consumables. 

1 10. The method (P3) of claim 6, wherein receiving a reply message 

2 comprises receiving a hyper text transfer protocol email reflective of a periodic 

3 consolidated order for consumables. 

1 11. A computer implemented control system for a hard copy output 

2 engine, the system comprising: 

3 memory coupled to the hard copy output engine and configured to 

4 store data representing an electronic address for a supplier of consumables for 

5 the hard copy output engine; and 

6 processing circuitry coupled to the hard copy output engine and 

7 configured to: 

8 determine that an amount of a consumable for the hard copy 

9 output engine is less than a threshold amount; 

10 extract the electronic address from the non-volatile memory; 

11 initiate communication with the supplier using the electronic 

12 address; and 
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3 receive a reply message including information describing status 

4 of an order for the consumable . 
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1 2 • The computer implemented control system of claim 11, wherein 
the processor configured to extract the electronic address from the memory 
comprises a processor configured to extract a universal resource locator address 
4 from the memory. 

1 1 3 . The computer implemented control system of claim 1 1 , wherein 

2 the processor configured to receive a reply message comprises a processor 

3 configured to receive a hyper text transfer protocol email reflective of a periodic 

4 consolidated order for consumables. 



14. The computer Implemented control system of claim 1 1 , wherein 
the processor configured to send an electronic signal comprises a processor 
configured to send an electronic signal using hyper text transfer protocol with 
secure socket layers. 

15. The computer implemented control system of claim 1 1 , wherein 
the processor configured to initiate communication with the supplier comprises a 
processor configured to supply a return email address to the supplier. 

16. The computer implemented control system of claim 1 1 , wherein 
the processor is configured to obtain updated usage information from a database 
maintained by the supplier. 
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FIELD OF THE INVENTION 
This invention pertains to computers and computer peripheral 
devices that utilize consumables within an unmanaged network. More 
particularly, this invention relates to the rendering of assistance when ordering 
consumables to replenish consumables and/or perform needed maintenance on a 
relatively small number of networked computer peripheral devices present within 
an unmanaged network environment. 



BACKGROU ND OF THF INVENTION 
As computer systems have gained widespread use, particularly 
within unmanaged network environments such as in small and medium offices, 
the use of computer peripheral devices has increased significantly. Likewise, 
the utilization of consumables for such computer peripheral devices has also 
increased significantly. One problem often encountered with any computer 
system results because consumables are manually ordered by a user, a 
maintainer, a consumables purchaser or a system administrator. The 
consumables are typically ordered when they run out, or when the computer 
peripheral device or associated personal computer notifies a user, maintainer. 



consumables purchaser, or system administrator that the consumables have 
been or are about to be depleted. 

One such environment comprises a network environment for a 
small or medium office including one or more personal computers (PCs), one or 
more computer peripheral devices, and an unmanaged network that connects 
together the PCs and peripheral devices. Such an environment has been 
referred to as an unmanaged computer network environment, and may include 
an intranet or a connection to an external network such as the Internet. 

An unmanaged network environment is an environment where a 
user or customer chooses to not use a centralized management tool within the 
network, or to use a centralized management strategy for operating and 
maintaining the network. Accordingly, an unmanaged network environment is 
managed on a peer-to-peer basis, in contrast with a managed network 
environment having a centralized management tool. 

The ordering of consumables for computer peripheral devices 
within such small and medium office network environments has been a manual 
process. For example, consumables are manually ordered by a network user, 
maintainer or administrator within the network environment for photo copiers, 
facsimile machines, printers and multiple function peripheral devices that include 
more than one of these functional devices. Due to the wide adoption of such 
devices within such small and medium office network environments, a need 
exists to be able to more easily and accurately order consumables and supplies 
to replenish depleted consumables. For example, a need exists to assist in 
ordering of paper, toner, toner supply cartridges, ink, and ink reservoirs. 

The ability to enhance ordering of consumables within a network 
environment, particularly a small or medium office unmanaged network 
environment, would greatly increase efficiency in ordering multiple, unique 
consumables and ordering consumables for multiple, unique peripheral devices 
within a common network. A similar efficiency is realized when servicing parts 
or performing maintenance. A user tasked with ordering such consumables will 
save time and effort by enhancing the way in which consumables are identified 



and ordered which will minimize the time and effort needed to maintain 
consumables and keep computer peripheral components functional. 
Accordingly, it is desirable to enhance the ease and speed with which 
consumables are replenished and/or replaced so that adequate supplies of 
consumables are available for one or more computer peripheral devices when 
such consumables are sufficiently depleted so as to warrant replenishment. 

SUMMARY QF THE INVENTION 

A system and method are provided for assisting a user in detecting 
a need to replenish a consumable and/or perform maintenance or service on a . 
peripheral device. Additionally, the system and method can assist and/or 
automatically order such consumable for purposes of replenishing the 
consumable within a network environment. 

According to one aspect, a consumable component replenishment 
and maintenance assistance system is provided for peripherals using an 
embedded web server-based system within an office network environment. The 
system includes a computer network, at least one computer peripheral device, 
and a personal computer. The at least one computer peripheral device is 
provided within the network and has a consumable component and an 
embedded web server with an email application operative to generate a device 
status message. The personal computer is provided within the network and has 
an email application to receive a device status message from at least one of the 
computer peripheral devices and a web browser useable to submit a request to 
a vendor or other provider to replenish a consumable component or perform 
maintenance. 

According to another aspect, a printer monitoring and maintenance 
system is provided for printers within a network having dedicated computers. 
The system includes a computer network, a plurality of web-enabled printers, 
and a plurality of dedicated personal computers. The computer network has an 
intranet. The plurality of web-enabled printers are provided within the network 
and have a consumable component. Each printer comprises an email application 



4 



operative to generate a device status message. The plurality of dedicated 
personal computers are provided within the network. Each personal computer 
has an email application to receive a device status message from at least one of 
the computer peripheral devices and a web browser useable to submit a request 
5 to a vendor or other provider to replenish a consumable component or perform 
maintenance. 

According to yet another aspect, a method is provided for 
maintaining operation of at least one computer peripheral device within a 
network environment having dedicated computers. The method includes: 

10 providing a plurality of personal computers, computer peripheral devices having 
embedded web servers, and an intranet within a network; while at one of the 
computer peripheral devices, identifying a need to replenish a consumable 
component or perform maintenance for the one computer peripheral device; 
generating a device status message characterizing the identified need for the 

15 one computer peripheral device; forwarding the device status message to the 
personal computer; and from the personal computer, in response to reviewing 
the forwarded device status message, submitting a request to a vendor or other 
provider replenish a consumable component or perform maintenance. 

20 DFSCRIPTION OF THE DR AWINGS 

Preferred embodiments of the invention are described below with 
reference to the following accompanying drawings depicting examples 
embodying the best mode for practicing the invention. 

Fig. 1 is simplified block diagram of a consumable component 
25 replenishment and maintenance assistance system for an unmanaged network 
1 environment provided by one or more of personal computers (PCs) and one or 
more computer peripheral devices that are coupled together within a network, 
and wherein each personal computer has an embedded web server that provides 
a communication link with an external network such as the Internet, in 
30 accordance with one embodiment of the present invention. 



5 



10 



15 



20 



25 



Fig. 2 is a simplified block diagram of an exemplary embedded web 
server (EWS)-based personal computer (PC) associated with a customer intranet 
and the Internet of Fig. 1 . 

Fig. 3 is a simplified block diagram of one exemplary web-enabled 
printer associated with a customer intranet and the Internet of Fig. 1. 

Fig. 4 is a flow diagram of an office network having a plurality of 
personal computers (PCs), and a plurality of printers which are directly 
connected together through the network to provide a network connection 
environment, and illustrating interactions by maintainers, users, and one or more 
purchasers that lead to manual ordering of toner when replenishing toner. 

Fig. 5 is a flow diagram of an office network having a plurality of 
personal computers (PCs), and a plurality of printers which are directly 
connected together through the network to provide a network connection 
environment, and illustrating interactions with maintainers, users, and one or 
more purchasers that lead to consolidated and automated ordering of multiple 
consumables such as toner and supplies when replenishing a consumable. 

Fig. 6 is a sequence diagram illustrating installation and 
configuration interactions between individuals and devices in Fig. 5. 

Fig. 7 is a sequence diagram illustrating notification interactions 
and order placing interactions between individuals and devices in Fig. 5. 

Fig. 8 is a simplified flowchart illustrating a process for 
replenishing consumables for one or more computer peripheral devices within a 
network environment such as a small or medium office environment as shown in 
Figures 1-3 and 5 in accordance with embodiments of the present invention. 



DETAILED DESCRIPTION OF THE INVPMTinf j 
This disclosure of the invention is submitted in furtherance of the 
constitutional purposes of the U.S. Patent Laws -to promote the progress of 
science and useful arts". U.S. Constitution, Article 1 , Section 8, 
30 Reference will now be made to a preferred embodiment of 

Applicant's invention. One exemplary implementation within an unmanaged 



network environment such as a small or medium office is described below and 
depicted with reference to Figures 1-3 and 5. A small or medium office 
environment with an unmanaged network provides one example. However, it is 
understood that implementation can occur with any office or other network 
environment composed of one or more peripheral devices such as printers and 
PCs, with or without an intranet, and typically lacking a server and a 
management system, but having some type of Internet or extended intranet 
connectivity. For example, it may be possible to implement within a home 
environment, where the home environment is networked and has Internet 
access with a host 48. Details of the problem encountered with prior art 
techniques for unmanaged networked offices are described below with 
reference to the state diagram of Figure 3. While the invention is described by 
way of a preferred embodiment, it is understood that the description is not un- 
intended to limit the invention to these embodiments, but is intended to cover, 
alternatives, equivalents, and modifications such as are included within the 
scope of the appended claims. 

In an effort to prevent obscuring the invention at hand, only details 
germane to implementing the invention will be described in great detail, with 
presently understood peripheral details being incorporated by reference, as 
needed, as being presently understood in the art. 

Figure 1 is a simplified block diagram of an unmanaged computer 
network environment 10 including a plurality of personal computers (PCs) 12, 
112, and 212 and a plurality of dedicated computer peripheral devices 14. Each 
computer peripheral device 14 is signal coupled with each PC 12, 1 12, and 212 
via a network 16. A consumable component replenishment and maintenance 
assistance system identified by reference numeral 18 is provided within network 
16. Network environment 10 provides a network connection between PCs 12, 
112, and 212 and peripheral devices 14. According to one construction, 
computer peripheral device 14 comprises a printer 20, such as a laser printer or 
an ink jet printer. 



As shown in Figure 1, network 16 is signal coupled to an external 
network 32 comprising the Internet 34, an extended intranet or some other 
communications path to a consumable provider via a data path 36 that, in the 
embodiment of Figure 1 , includes Internet access. 

It is also understood that PCs 1 2, 1 1 2, and 212 each includes a 
central processing unit (CPU), memory, a user interface, and an operating 
system. However, in order to implement Applicant's invention, PCs 1 12 and 
212 include additional functional components as described below. 

Figure 2 illustrates purchaser PC 1 1 2 (as well as maintainor PC 
212) connected with customer network 16 and Internet 34. PCs 112 and 212 
are each provided with an email interface via an email application 50 and a web 
browser 52. Email application 50 comprises a program that enables 
transmission of memos and messages over a network, and includes a messaging 
system 51 and a mail program with a user interface having send and receive 
functions. Web browser 52 comprises a program that serves as a front end to 
the World Wide Web (WWW) on the Internet. 

According to one embodiment, the device driver of PCs 12, 112, 
and 212 comprises a printer driver. Additionally or optionally, each computer 
peripheral device 14 comprises a hard copy device such as a copier, a mopier. a 
facsimile machine, or a multiple function peripheral (MFP) device capable of 
providing two or more of such functions. Furthermore, it is understood that 
personal computers 12, 1 12 and 212 can each include a device driver. 

According to one embodiment, PC 12 is signal coupled to an 
external network 32 comprising the Internet 34 via a data path 36 that includes 
Internet access. In one embodiment, data path 36 also includes a secure data 
path using HTTP (hyper text transfer protocol) with SSL (secure sockets layer), 
as described in more detail in U.S. Patent No. 5,657,390. entitled "Secure 
Socket Layer Application Program Apparatus And Method", issued to Elgamal et 
a/., and U.S. Patent No. 6,081,900, entitled "Secure Intranet Access", issued to 
Subramanian et ah, wherein such patents are hereby incorporated herein by 
reference. 
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Figure 3 illustrates printer 14 connected with customer network 16 
and Internet 34, Printer 14 comprises an embedded web server <EWS) 54 and 
PML objects 56, each comprising an SNMP structure. Embedded web server 
(EWS) 54 comprises an email application 58 comprising a messaging system 59. 

The term "PML* refers to Printer Management Protocol, which is 
an object-oriented request-reply printer management protocol available from 
Hewlett-Packard Company, of Palo Alto, California. PML comprises a protocol 
that allows applications to exchange device management information with 
printers. PML is an object-oriented request-reply protocol which supports a 
synchronous printer query, control, and monitor capabilities. Details of 
PML are available at Applicant's developer website, 

http://www.hDdevelopersolutions.com , which is accessible from Applicant's 
website, http://www.hp.com, by entering a user name, a user selected ^ 
password, and by joining a solutions provider program including entering a 
personal profile. More particularly, a PML Protocol Specification, Hewlett- 
Packard Company, 11/18/98, Revision 2.3 is available therein, and is herein 
incorporated by reference. 

Printer Management Language (PML) protocol is a protocol which 
permits many applications to exchange device management information with 
numerous computer peripheral devices, such as image forming devices. PML is 
an object-oriented request-reply protocol which supports asynchronous printer 
query, control, and monitor capabilities. Individual computer peripheral devices 
implement any conversion operations between the protocol used to exchange 
information with respect to computer peripheral devices (e.g., SNMP) and the 
internal protocol [e.g., PML) used within the respective computer peripheral, 
devices. 

One exemplary remote query language implemented within the 
network system is a Simple Network Management Protocol (SNMP). In such an 
exemplary configuration, host devices such as personal computers include 
respective processing circuitry (not shown) operable to formulate an appropriate 
SNMP query or request which is addressed to one or more appropriate computer 



peripheral devices using a communication medium. The appropriate computer 
peripheral device(s) receive the query or request and provide information back to 
appropriate host devices or PCs using the communication medium. Protocols 
other than SNMP are utilized in other embodiments to implement 
communications within the system. 

PML comprises a Hewlett-Packard version of Institute of Electrical 
and Electronics Engineers (IEEE) Counsel Standard MIBs. A MIB, or 
Management Information Base, comprises an SNMP structure that describes the 
particular device being monitored. More particularly, a MIB comprises a data 
structure that defines what is obtainable from a device, as well as what can be 
controlled, such as what can be turned off, on, etc. Accordingly, there exist 
PML objects that correspond with MIB objects. 

SNMP, or Simple Network Management Protocol, comprises a 
widely-used network monitoring and control protocol. According to the 
protocol, data is passed from SNMP agents, which are hardware and/or 
software processes reporting activity in each network device (hub, router, 
bridge, etc.) to a workstation console that is used to oversee a network. The 
agents return information contained in a MIB. 

Each computer peripheral device 14 includes a print, or printer, 
engine. The print engine enables the peripheral device to initiate data 
communication over network 1 6 with any one of PCs 12, 1 12, and 212. 
Likewise, device driver enables PCs 12, 112, and 212 to initiate data 
communicate with any one of peripheral devices 14 over network 16. 

According to one construction, each print or printer engine 
comprises a controller, such as a conventional microprocessor or 
microcontroller, and a memory communicating with the. controller. In one 
embodiment, the memory comprises non-volatile memory such as a read only 
memory (ROM) and a volatile memory such as random access memory (RAM). 

Embedded web server (EWS) 54 refers to a web server that is 
completely contained within a device, such as a computer peripheral device. 
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Embedded web servers are configured to provide management information about 
the device, and to provide messaging system functionality. 

Also with reference to the flow diagrams in Figures 2-3, the 
following uniform notation has been utilized to identify "actors", 
"objects'V'places". "artifacts", "actions", and "work flows". An ellipse is 
utilized to identify one or more "actors" having a common goal. A shaded 
rectangular box represents a single "object" or "place". A rectangular box 
located along flow arrows indicates a physical or conceptual -artifact". 
Additionally, "actions" are indicated along arrows. Furthermore, thin arrows 
indicate secondary "work flow", whereas thick arrows indicate primary "work 
flow". 

As shown in Figure 4, a manual process is shown for ordering 
consumables such as toner for one or more printers located within a medium 
office network environment. More particularly, the work flow interactions of a 
user, a maihtainer, a purchaser, when they order toner and other supplies are 
shown in a network environment such as a medium office. 

Figure 4 graphically depicts the interactions and needs for a user, a 
maintainer. a purchaser, and a reseller when manually ordering consumables for 
each of a plurality of printers in a common network environment pursuant to 
previously known techniques. More particularly, the interactions are shown •- 
between individuals and devices, as well as the information or work flow that 
transfers between actors and objects/places. 

For purposes of this disclosure, a "maintainer" refers to an 
individual that is dedicated to maintaining operation of printers within a network 
environment. 

From the perspective of a maintainer, there are three possible 
ways that a "TONER LOW" condition can be delivered to the maintainer when a 
need to replenish toner is detected at one or more of the printers within an 
unmanaged office network environment. First, the maintainer can visually 
detect a "TONER LOW" message that is displayed on a display of a printer. In 
response, the maintainer takes an action to provide "NEW TONER" to the 
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printer. The maintainer can -GO TO INVENTORY" in order to retrieve a supply 
of new, replacement toner indicated by the action "NEW TONER". The resulting 
new toner is then provided to the printer. 

Secondly, the maintainer can "REQUEST PRINTER STATUS" at a 
PC dedicated for use by the maintainer. The "REQUEST PRINTER STATUS" is 
then made from the PC to the printer. In response, the printer sends a "TONER 
LOW MESSAGE" to the PC, and from the PC to the maintainer via a user 
interface of the PC. 

Thirdly, the maintainer can be informed verbally, or externally of 
the network, by a user that toner is low. which is indicated by the action 
"INFORM OF TONER LOW". In response, the maintainer takes an action of 
"REQUEST NEW TONER" from a purchaser. The purchaser will either "CHECK 
INVENTORY" with an inventory of toner, after which "INVENTORY LEVEL" 
information is received from the inventory. If inventory level is sufficiently low 
to warrant the purchase of new toner, the purchaser takes action to "REQUEST 
TONER" from a reseller of toner. In response, the purchaser receives "NEW 
TONER" from the reseller. Subsequently, the purchaser resupplies the 
purchased "NEW TONER" to the inventory. 

From the perspective of a user, there are two possible ways that a 
"TONER LOW" condition can be delivered to the user when a need to replenish 
toner is detected at one or more of the printers within the medium office 
network environment. First, the user can visually detect a "TONER LOW" 
message that is displayed on a display of a printer. In response, the user takes 
an action to provide "NEW TONER" to the printer. The user can "GO TO 
INVENTORY" in order to retrieve a supply of new, replacement toner indicated 
by the action "NEW TONER". Optionally or additionally, the user can 
"REQUEST NEW TONER" from a purchaser as described below in greater detail. 

Secondly, the user can take action to "OPEN DEVICE STATUS" at 
a PC, and take action to "REQUEST PRINTER STATUS". In response, the 
printer sends a "TONER LOW MESSAGE" to the user via the PC when the 
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printer is low (or out) of toner, and it is determined that the toner needs to be 
replenished. 

From the perspective of a purchaser, there are three possible ways 
that replacement toner can be obtained in order to satisfy a request for new 
toner. First, the purchaser can take action to "CHECK INVENTORY" from a 
reseller, as previously discussed. Secondly, the purchaser can take action to 
-REQUEST TONER" from a reseller, as previously discussed. Thirdly, the 
purchaser can take action to "ORDER TONER" via a PC through the Internet. 
According to such option, the PC is used to "ORDER TONER" via the Internet 
from a reseller. 

When the purchaser requests toner from the reseller, the purchaser 
can request toner by: going to a physical store location; by submitting a 
facsimile order, by submitting a telephone order with the reseller, or by sending 

an e-mail order to the reseller. 

As shown in Figure 4, a reseller will periodically take action to 
-check inventory" at the inventory location. For example, the reseller can 
physically go to the inventor location such as by periodically visiting the 
inventory location to determine the availability of replacement toner therein. In 
response to checking the inventory, the reseller is able to determine the 
-inventory level". When needed, the reseller can take action to provide "new 
toner" to the inventory location in response to receiving the "Inventory level" at 
a level which requires replenishment. 

Figure 5 graphically depicts the interactions and needs for a user, a 
maintainer, a purchaser, and a reseller when ordering consumables for each of a 
plurality of printers in an unmanaged small or medium office network 
environment using the consumable order assistance system of Applicant's 
invention. More particularly, interactions are shown between individuals and 
devices, along with the information or work flow that transfers between actors 

and objects/places. 

According to Figure 5. printers 14 of Figure 1 are provided within 
an unmanaged network environment, such as a small or medium office network 
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environment. In order to enable automatic reordering of consumables and/or 
ordering of maintenance and repair, each printer includes an embedded web 
server (EWS). 

From the perspective of a user, a user sends a "PRINT" command 
via a dedicated PC which causes the PC to "SEND A PRINT JOB" to an 
identified printer via the network. In response, the embedded web server (EWS) 
of the printer sends a "TONER LOW JOB ALERT" via the PC to the user. More 
particularly, a "DEVICE STATUS "utility within the PC is notified of the "TONER 
LOW JOB ALERT", which indicates a printer driver status condition. 

From the perspective of a maintainor, the embedded web server of 
a printer in the network sends a maintenance alert to a dedicated PC used by 
the maintainor via the network. In response to receiving the maintenance alert, 
at the PC, the maintainor uses the PC and network to "BROWSE TO 
CONFIGURE THE PRINTER". By browsing to the printer, the maintainer can set 
maintenance notification thresholds for maintenance items on the printer, as will 
be described below with reference to Figure 6. 

The maintainer, in response to receiving a maintenance alert that 
toner needs replenishment, will "GO TO INVENTORY" to retrieve "NEW 
TONER". 

From the perspective of a purchaser, the EWS of the printer sends 
a "TONER LOW MESSAGE" via the network to the a dedicated PC used by the 
purchaser when a device order threshold setting has been realized at the printer. 
The purchaser then receives the "TONER LOW ALERT" from the PC, indicating 
that toner Is low at the specific printer. 

Additionally, the purchaser uses a dedicated PC to "BROWSE TO 
CONFIGURE THE PRINTER". By browsing to the printer, the purchaser can set 
device order threshold settings, as well as set purchaser email addresses. 
Accordingly, the PC via the network is. used with the EWS of the printer to 
configured the printer. 

In response to receiving a message that toner is low (e.g. supply is 
below a threshold in the inventory), the purchaser will "CHECK INVENTORY" to 
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verify the low supply. Upon verifying the "INVENTORY LEVEL", the purchaser 

will purchase supplies. 

The purchaser will then "CLICK ON HOT-LINK (URL)" to navigate 

via the dedicated PC using a communication link with the Internet to order 

supplies from a vendor, supplier, or reseller of the supply. As shown in Figure 

5 the purchaser will "ORDER TONER" from a reseller of toner. 

More particularly, a purchaser "CLICKS ON HOT-LINK (URL)» via 

the dedicated PC to a web site (via the Internet) that is configurable to work 

with an internal customer order system, or an external web site, to order 

replacement supplies or consumables, such as toner. 

One technique entails using a shopping cart to purchase supplies 
from the reseller over the Internet, wherein shopping cart information is passed 
between the purchaser and the reseller, according to techniques presently ., 
understood and publicly available on the Internet from a number of resellers. In 
one case the supply is a consumable needing replenishment, such as a toner 
cartridge. Alternatively, the purchaser can replenish supplies by purchasing 
supplies at a "bricks and mortar" store, using a telephone, or a facsimile 
machine. 

In response to receiving a toner order, the reseller provides "NEW 
TONER" to the network. In one case, the toner is mailed to a business address 
for the network, and one of the maintainer. purchaser or user stocks the new 
toner into the inventory. Preferably, the maintainer stocks the new supply of 
toner. 

Figure 6 is a sequence diagram showing installation and 
configuration interactions between individuals and devices in Figure 5. More 
particularly, following a time line, a purchaser browses to a computer peripheral 
device, or printer. The purchaser then initiates setting up the system. 
Alternatively, another user can carry out this step, such as a maintainer, a user, 
or anyone else that has a need to start the process. 

Next, the purchaser remotely sets device order threshold settings 
with the device. More particularly, the purchaser decides when they want to be 
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notified that it is time to order supplies or consumables. When can be measured 
as a percentage of consumable remaining, the amount of time remaining, the 
number of pages remaining, etc. 

Subsequently, the purchaser sets the purchaser email address with 
5 the device. More particularly, the purchaser tells the device where to send the 
notification. Although this task is most likely carried out by the purchaser, it is 
alternatively possible that another user or even a device could be used to tell the 
computer peripheral device to send the notification. 

A maintainor then browses to the device or printer. More 

10 particularly, the maintainor initiates setting the system up to warn that some 

sort of maintenance needs to take place. In some cases, the purchaser and the 
maintainor can be the same person. In such as case, this step would not be 
needed. However, where the purchaser and maintainor are separate people, this 
step is needed. Furthermore, this step could be carried out by anyone with a 

1 5 need to initiate setting, up the system* 

The maintainer then sets maintenance notification thresholds with 
the device. More particularly, the maintainer decides when they want to be 
notified in order to install a new consumable, such as a toner cartridge (where 
the device is a printer), some other consumable, or schedule a maintenance 

20 item. The thresholds can be based on percentage life remaining for a 
consumable or component, pages remaining, time remaining, etc. The 
maintenance notification thresholds do not have to be a separate threshold from 
the order threshold settings, ordering point. In such case, they could be the 
same notification. For example, one email is sent to the purchaser to place an 

25 order, and a second, same email is sent to the maintainer to fix the problem. 

Next, the maintainer sets the maintainer email address*~with the 
device. More particularly, the maintainer tells the device where to send the 
notification. Although this task is most likely carried out by the maintainer, it is 
alternatively possible that another user or even a device could be used to tell the 

30 computer peripheral device to send the notification 
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Figure 7 is a sequence diagram showing notification and order 
placement interactions between individuals and devices in Figure 5. More 
particularly, following a time line, a device (such as a printer) sends a 
consumable (or toner) order alert email to a purchaser via the network. The 
purchaser then receives the email, of some other method of notification, that it 
is now time to order consumables (or toner). 

Subsequently, the device may send a maintenance alert if the 
maintainer has configured the system to warn when a consumable needs 
replenishment (a cartridge needs replacing), or some other form of maintenance 
needs to happen. The device may send the email, or other form of notification, 
at the same time as the order alert, or at a different point in time or level, 
depending on the configuration. 

Next, the purchaser at a dedicated PC clicks on a hot-link, thereby 
launching a web browser to an ordering site. This process continues until an 
order has been placed. The hot-link also contains data that indicates what part 
heeds to be ordered. In this manner, an electronic shopping cart can be pre- 
built when the purchaser gets to the website. 

Subsequently, the purchaser can view the order list details, or 
details of the order, and change the details to different part numbers if the 
purchaser changes their mind. For example, the purchaser may want to order a 
different model toner cartridge, maybe to one that has a higher capacity for 
toner. Additionally, the purchaser can change the details to change quantities. 
For example, a default setting may be to order a single toner cartridge, and the 
purchaser may desire to order more than one toner cartridge. 

The purchaser can then modify details of an order list. More 
particularly, the purchaser can select a reseller, if a particular website does not 
fulfill orders directly, along with shipping options, payment methods, etc. Using 
the web browser, the purchaser can then place an order with the external 
website {e.g., www.hp.com). 

The website, www.hp.com. then transmits the order to a reseller 
of the consumable (or toner cartridge). In response, the reseller sends an order 
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acknowledgment to the website. Additionally, the reseller sends an order 
acknowledgment to the purchaser. Accordingly, the order acknowledgment 
could go either to the website, where the purchaser can look it up at any time, 
or it could go to the purchaser directly. As shown in Figure 7, it could also go 
to both the website and the purchaser. 

Similarly, the order status update(s) could go from the reseller to 
either the website, the purchaser, or both. 

As shown in Figure 7, the order acknowledgment and the order 
status update are optional. Additionally, it is optional where the notifications 
go, whether to the website or the purchaser. 

Figure 8 forms a process flow diagram showing the logic 
processing for maintaining operation of at least one computer peripheral device 
within a network environment having dedicated computers. More particularly, 
Figure 8 illustrates logic processing used to replenish consumable components 
and/or perform maintenance. 

In Step "S1", a plurality of personal computers, and computer 
peripheral devices having embedded web servers are provided within a network. 
After performing Step "S1", the process proceeds to Step "S2". 

In Step "S2", the process, while at one of the computer peripheral 
devices, identifies a need to replenish a consumable component or perform 
maintenance for the one computer peripheral device. After performing 
Step "S2", the process proceeds to Step "S3". 

In Step "S3", the process generates a device status message 
characterizing the identified need for the one computer peripheral device. After 
performing Step "S3", the process proceeds to Step "S4". 

In Step "S4", the process forwards the device status message to 
the personal computer. After performing Step "S4", the process proceeds to 
Step "S5". 

In Step "S5", the process, from the personal computer, in 
response to reviewing the forwarded device status message, submits a request 



1 8 

to a vendor to replenish a consumable component or perform maintenance. 
After performing Step "S5". the process proceeds to Step "S2", or terminates. 

In compliance with the statute, the invention has been described in 
language more or less specific as to structural and methodical features. It is to 
be understood, however, that the invention is not limited to the specific features 
shown and described, since the means herein disclosed comprise preferred 
forms of putting the invention into effect. The invention is, therefore, claimed 
in any of its forms or modifications within the proper scope of the appended 
claims appropriately interpreted in accordance with the doctrine of equivalents. 
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CLAIMS 

What is claimed is: 

1 . A consumable component replenishment and maintenance 
assistance system (18) for peripherals using an embedded web server-based system 
(54) within a network environment (10), comprising: 

a computer network (16); 

at least one computer peripheral device (14) within the network (16) 
having a consumable component and an embedded web server (54) with a 
messaging system (59) application operative to generate a device status message; 
and 

a personal computer (12) within the network (16) and having a 
messaging system (51) application to receive a device status message from at least 
one of the computer peripheral devices (14) and a web browser (52) useable to 
submit a request to a provider to replenish a consumable component or perform 
maintenance. 

2. The system of claim 1 wherein the messaging system (51, 59) 
application comprises an email application (50, 58). 

3. The system of claim 1 wherein the web browser (52) 
cooperates with a communication link (36) to submit an order for a consumable 
with a provider of the consumable. 



4. The system of claim 1 wherein the web browser (52) 
cooperates with a communication link (36) to submit a maintenance order with a 
service provider for the computer peripheral device (14). 

5. The system of claim 1 wherein the printer (20) further 
comprises an SNMP structure that describes interaction details and control of the 
printer (20). 
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6. The system of claim 1 wherein the computer peripheral device 
(14) generates a device status message comprising a consumable alert indicating 
that a consumable is low or out. 

7. The system of claim 1 wherein the computer peripheral device 
(14) generates a device status message comprising a maintenance alert indicating a 
need to perform maintenance on the computer peripheral device (14). 

8. A method for maintaining operation of at least one computer 
peripheral device (14) within a network environment (10) having dedicated 

computers, comprising: 

networking a plurality of personal computers (12) and computer 
peripheral devices (14) having embedded web servers (54); 

while at one of the computer peripheral devices (14), identifying a 
need to replenish a consumable component or perform maintenance for the one 
computer peripheral device (14); 

generating a device status message characterizing the identified need 

for the one computer peripheral device (14); 

forwarding the device status message to the personal computer (12); 

and 

from the personal computer (1 2), in response to reviewing the 
forwarded device status message, submitting a request to a provider to replenish a 
consumable component or perform maintenance. 

9. The method of claim 21 wherein one of the personal computers 
(12) is a maintainer computer, and another of the personal computers (12) is a 
purchaser computer. 



10. The method of claim 21 wherein one of the computer peripheral 
devices (14) comprises a printer (20) having an embedded web server (54). 
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